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DETAILED ACTION 



1. 



The response of 12/7/2005 was received and considered. 



2. 



Claims 1-2, 4-19 & 21-23 are pending. 



Response to Arguments 



3. Applicant's arguments with respect to claims 1-2, 4-19 & 21-23 have been considered but 
are moot in view of the new ground(s) of rejection. However, the Wasilewski reference will be 
discussed. 

4. In light of Applicant's amendments to the claims, the rejections based on the cited art to 
Gennaro and Wong are withdrawn. 

5. Applicant's response (p. 9) argues that Wasilewski does not disclose generating a 
signatory group comprising at least a portion of a first information and at least a portion of a 
second information and generating a signature over the signatory group. However, Wasilewski 
discloses concatenating a clear control word/second information and an MSK/first information to 
produce a concatenation/signatory group (col. 9, lines 31-35). The concatenation/signatory 
group is then hashed/signed (col. 9, lines 35-38). The signature/MAC is appended to the control 
word/second information and sent to the set top box (col. 9, lines 41-46). The MSK/first 
information is transmitted separately (col. 9, lines 50-52). 

Claim Rejections - 35 USC §102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

7. Claims 1-2, 4-6, 8-9, 1 1-13 & 21 are rejected under 35 U.S.C. 102(e) as being anticipated 
by U.S. Patent 5,870,474 to Wasilewski et al. (Wasilewski). 

Regarding claims 1, 8 & 11, Wasilewski discloses generating a signatory group 
comprising at least a portion of a first information/MSK and at least a portion of a second 
information/clear code word (col. 9, lines 31-46), generating a signature over the signatory group 
(col. 9, lines 31-46), appending the signature/hash to one of the first information or the second 
information (appended to second information/clear code word) (col. 9, lines 40-46), sending the 
first information/MSK over a network (col. 11, lines 4-48), sending the second information/clear 
code word over the network separately from the step of sending the first information (col. 9, lines 
40-46) and sending the signature over the network separately from at least one of the first 
information or the second information (separate from the first information/MSK) (col. 9, lines 
31-46 & col. 11, lines 4-48). 

Regarding claims 2 & 9, Wasilewski discloses the first information/MSK comprising an 
authorization data structure/key (col. 9, lines 47-52) and the second information/clear code word 
comprising a software object/key (col. 9, lines 30-46). 

Regarding claim 4, Wasilewski discloses determining which resources a software object 
in the second information/clear code word is entitled to interact with (which blocks of packets 
they can decrypt) (col. 8, lines 48-60). 
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Regarding claim 5, Wasilewski lacks explicitly waiting a predetermined time period after 
the step of sending the first information before sending the second information. However, it is 
inherent that, in a packet-based network, a predetermined time period (transmission rate) is 
waited between each packet, and hence between each piece of information. 

Regarding claim 6, Wasilewski discloses the first information/MSK including 
authorization information for an associated software object/clear code word (col. 9, lines 30-35). 

Regarding claim 12, Wasilewski discloses determining a lifetime for which the second 
information is usable (col. 8, lines 48-60). 

Regarding claim 13, Wasilewski discloses checking the first information/MSK for an 
authorization corresponding to the second information/clear code word (decrypting) (col. 8, lines 
25-28). 

Regarding claim 21, Wasilewski discloses determining if access of at least one of the first 
or second information is authorized (determining if control word is authorized) (col. 9, lines 47- 
58) and ignoring the second information/control word if not authorized (col. 9, lines 47-58). 

8. Claims 7, 10, 14-15 & 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski, as applied to claims 1 and 8 above, in view of U.S. Patent 5,247,364 to Banker et 
al. (Banker). 

Regarding claims 7 & 10, Wasilewski discloses a system, but lacks sending information 
over different transmission pathways. Banker teaches that unlike in-band transactions, out-of- 
band subscriber terminals receive data over this channel no matter what the channel the 
subscriber is tuned to (col. 1, lines 28-44 & col. 2, lines 55-68). Therefore, it would have been 
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obvious to one having ordinary skill in the art at the time the invention was made to include the 
first information on a different transmission pathway than the second information. One of 
ordinary skill in the art would have been motivated to perform such a modification to gain the 
benefit of delivery regardless of which channel a subscriber was tuned to, as taught by Banker 
(col. 1, lines 28-44 & col. 2, lines 55-68). 

Regarding claim 14, Wasilewski discloses an information object/MSK, authorization 
information/clear code word wherein a signature/hash is generated over the information 
object/MSK and the authorization information/clear code word (col. 9, lines 30-38), wherein the 
signature/hash is integral to one of the information object or the authorization information 
(integral with the authorization information/ clear code word) (col. 9, lines 40-46). Wasilewski 
lacks the information object using a first transmission pathway to a set top box, the authorization 
information using a second transmission pathway to the set top box that is different from the first 
transmission pathway and the signature using a third transmission pathway to the set top box that 
is different from at least one of the first or second transmission pathways. However, Banker 
teaches that unlike in-band transactions, out-of-band subscriber terminals receive data over this 
channel no matter what the channel the subscriber is tuned to (col. 1, lines 28-44 & col. 2, lines 
55-68). Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to include the first information on a different transmission pathway than 
the second information. One of ordinary skill in the art would have been motivated to perform 
such a modification to gain the benefit of delivery regardless of which channel a subscriber was 
tuned to, as taught by Banker (col. 1, lines 28-44 & col. 2, lines 55-68). 
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Regarding claim 15, Wasilewski discloses an authorization message/ECM, which 
includes the authorization information/clear code word and the signature (col. 9, lines 40-46). 

Regarding claim 19, Wasilewski discloses the information object/MSK sent separately 
over a network from the authorization information/clear code word (col. 11, lines 10-15). 

9. Claims 16 & 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski in view of Banker, as applied to claim 14 above, in further in view of U.S. Patent 
6,157,721 to Shear et al. (Shear). Wasilewski discloses a system, as modified above, that uses 
digital signatures for verification, but is silent regarding multiple signatures. Shear teaches that 
using several dissimilar digital signatures, via different algorithms, can reduce vulnerability from 
algorithm compromise (ABSTRACT & col. 7, lines 9-18). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to include a 
plurality of signatures with different signing algorithms in Banker's data and to use one or more 
of the signatures to validate the data. One of ordinary skill in the art would have been motivated 
to perform such a modification to reduce vulnerability from algorithm compromise, as taught by 
Shear (ABSTRACT & col. 7, lines 9-18). 

10. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wasilewski in 
view of Banker, as applied to claim 14 above, in further in view of U.S. Patent 5,420,866 to 
Wasilewski (Wasilewski '866). Wasilewski, as modified above, is silent regarding including 
tiers in the authorization information. However, Wasilewski '866 teaches that satellite and cable 
access providers include tier information with authorization information sent to decoders to 
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control access to different tiers of programs (col. 4, lines 51-59). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to include tier 
information in the authorization information. One of ordinary skill in the art would have been 
motivated to perform such a modification to gain the benefit of controlling access to different 
tiers of programs in a television subscription service, as taught by Wasilewski '866 (col. 4, lines 
51-59). 

1 1 . Claims 22 & 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski, as applied to claims 1 and 8 above, in view of Shear. Wasilewski discloses a 
system that uses digital signatures for verification, but is silent regarding multiple signatures. 
Shear teaches that using several dissimilar digital signatures, via different algorithms, can reduce 
vulnerability from algorithm compromise (ABSTRACT & col. 7, lines 9-18). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was 
made to include a plurality of signatures with different signing algorithms in Banker's data and 
to use one or more of the signatures to validate the data. One of ordinary skill in the art would 
have been motivated to perform such a modification to reduce vulnerability from algorithm 
compromise, as taught by Shear (ABSTRACT & col. 7, lines 9-18). 

Conclusion 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841. 
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The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. The 
examiner can also be reached on alternate Fridays from 6:45 a.m. - 3:15 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached at (571) 272-3838. 

Any response to this action should be mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 
Or faxed to: 

(571)273-8300 

(for formal communications intended for entry) 



Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571) 272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Or: 



(571) 273-3841 (Examiner's fax, for informal or draft communications, please 
label "PROPOSED" or "DRAFT") 





MJS 

February 13,2006 



